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Mobile devices and services

= Large diffusion of mobile devices, mobile services and
location-based services




Wireless networks as mobility data collectors

= Wireless networks infrastructures are the nerves
of our territory

= besides offering their services, they gather highly
Informative traces about the human mobile
activities

UbiComp infrastructure will further push this
phenomenon

Miniaturization, wearabillity, pervasiveness will
produce traces of increasing

0 positioning accuracy

o semantic richness




Which mobility data?

Location data from mobile phones, i.e. cell
positions in the GSM/UMTS network.

Location data from GPS-equipped devices —
Galileo in the (near?) future

o Next/current generation of Nokia mobile phones have
on-board GPS receiver, and can transmit GPS tracks by
SMS/MMS

Location data from
0 peer-to-peer mobile networks
o intelligent transportation environments — VANET
o ad hoc sensor networks, RFIDs (radio-frequency ids)




Mobility, Data Mining and Privacy

= Towards an archaeology of the present?

= A scenario of great opportunities and risks:
o mining mobility data can yield useful knowledge;

Ias o but, individual privacy is at risk.
\ = A new multidisciplinary research area is emerging
at this crossroads, with potential for broad social

and economic impact

o F. Giannotti and D. Pedreschi (Eds.)
Mobility, Data Mining and Privacy. Springer, 2008.
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The GeoPKDD scenario

= From the analysis of the traces of our mobile phones it is
possible to reconstruct our mobile behaviour, the way we
collectively move

= This knowledge may help us improving decision-making in
many mobility-related issues:

o Planning traffic and public mobility systems in metropolitan areas;
o Planning physical communication networks

o Localizing new services in our towns

o Forecasting traffic-related phenomena

o Organizing logistics systems

o Avoid repeating mistakes

o Timely detecting changes.



Other Networks

Mobility Manager
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Real-time density estimation in urban areas

The senseable project: http://senseable.mit.edu/grazrealtime/ 35



Madonnna Concert
Cellphone activity in Stadio Olimpico Rome
2006-08-06

During the song Live to Tell...

15:68
— - —+ : Madonna appeared against a mirrored cross
night _ morning afternoon evening




More ambitiously: mobllity patterns
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‘ From mobility data to mobility patterns
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‘ From mobllity data to mobllity patterns
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Mobility data mining and the
Geographic Knowledge
/Re‘* Discovery process
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Other Networks

Mobility management
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Key questions

How to reconstruct a trajectory from raw logs, how to store
and query trajectory data?

How to classify trajectories according to means of
transportation (pedestrian, private vehicle, public
transportation vehicle, ...)?

Which spatio-temporal pattern and /models are useful
abstractions of mobility data?

o How to compute such patterns and models efficiently?

Privacy protection and anonymity — how to make such
concepts formally precise and measurable?

o How to find an optimal trade-off between privacy protection
and quality of the analysis?

19



GeoPKDD highlights

Trajectory DB Management System and DW

o Theodoridis and colleagues, Athens, Raffaeta and colleagues Venice
A repertoire of mobility patterns and models

o Nanni, Pedreschi and colleagues, Pisa

A visual analytics environment for mobility data

o Andrienko’s, Fraunhofer — Rinzivillo, Pedreschi, Pisa

A repertoire of PP analysis techniques

o Saygin, Istanbul — Bonchi, Giannotti, Pedreschi, Pisa — Damiani, Milan
A mobility data mining query language

o Giannotti, Manco, Renso and colleagues, Pisa + Cosenza

A reasoning framework for mobility data mining applications

o Macedo, Spaccapietra, EPFL + Renso, Pisa + Wachowicz, Madrid
20
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Spatio-temporal data
mining

ect

O

ry Pattern Mining
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Trajectory Clustering
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A: A spatio-temporal sequential pattern

= A seqguence of visited regions, frequently visited in
the specified order with similar transition times
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= Giannotti, Nanni, Pedreschi, Pinelli.
Trajectory pattern mining. In Proc. ACM SIGKDD 2007 24




‘ T-Pattern discovery

1- Find Regions of Interest

2- Find similar Trajectory in space and time

trajectory

o /

-f@imxo,vo) )

3- Extract patterns:




T-Pattern: Extraction Process

:I'raj.éc\tor
Dataset

T-PATTERNS
' ees I8

Regions: bf
Interest
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T-Patterns for trajectories

= A Trajectory Pattern (T-pattern) is a pair (s, a):
0 8 =<(XgY0)---» X:Yi)> IS a sequence of k+1 locations
o o =<aq4,..., o> are the transition times (annotations)

also written as: o1 o o,
(CUO;’UO) - (mlayl) O (mkayk)

= A T-pattern T, occurs In a trajectory If it contains a sub-
sequence S such that:

o each (x,y,) in Tomatches a point (x,y,) in S, and
o the transition times in Tp are similar to those in S

27



¢

Continuity iIssues (space & time)

The same exact spatial location (x,y) usually never
occurs twice

The same exact transition times usually do not occur
twice

Solution: allow approximation
o a notion of spatial neighborhood

o a notion of temporal tolerance

28



T-Pattern: approximate occurrence

Two points match if one falls within a spatial
neighborhood N() of the other

Two transition times match if their temporal

differenceis <T Atlme
Input
trajectory
Example:
(CUOgyO) 0‘_1> (mlayl) =]
v
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T-Pattern: approximate occurrence

Two points match if one falls within a spatial
neighborhood N() of the other

Two transition times match if their temporal

differenceis <7 Atlme
Input
trajectory
Example:
(CUOgyO) — (mlayl) =]
Y
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T-Pattern: approximate occurrence

Two points match if one falls within a spatial
neighborhood N() of the other

Two transition times match if their temporal

differenceis <7 Atlme
Input
T trajectory
()

T

Example: '
0, N(X1,Y1)
(CUOgyO) — (mlayl) =]
Y o _|
— >~ _N(Xo,Yo) X
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Computing general T-Patterns

= T-pattern mining can be mapped to a density
estimation problem over R3"-1

o 2 dimensions for each (x,y) in the pattern (2n)
o 1 dimension for each transition (n-1)

= Density computed by

o mapping each sub-sequence of n points of each input
trajectory to R3n-1

o drawing an influence area for each point (composition of N()
and 1)

= Too computationally expensive, heuristics needed!!!
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Spatio-temporal data
mining

ect

O

ry Pattern Mining

Trajectory Clustering




Interactive density-based trajectory clustering

Choose a distance function:

Clustered by OPTICS with distance threshold = 12000 and minimum number of objects = 3. Distance
function: Starts & end

&+ Route similarity

" Starts

" Ends

(™ Starts & end

" Starts, ends & midpoints

" Starts, ends & time steps
" Spatio temporal synchronization
" 23 Euclidean temporal based

" Route similarity & dynamics

Dkil Cancel |

= Nanni, Pedreschi.
Time-focused clustering of trajectories of moving objects.
J. of Intelligent Information Systems, 2006

= Rinzivillo, Pedreschi, Nanni, Giannotti, Andrienko, Andrienko.
Visually-driven analysis of movement data by progressive
clustering. J. of Information Visualization, 2008 34



Looking for frequent stops & moves
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Clusters of typical trips

- 51
L =5 F\%

cluster1: 60 objects
cluster 2: 32 ahjects {11, EI%)
cluster 3:10 objects (3.4%)

nolse 10 objects (3.4%)
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Cluster 1: from work to home

Statistics about positions from
Trajectaries fram ADO70814_TA_H3
{alexa) (angle 30; stop time BO0;
radiuz 100)

T N starts (active)

' M ends (active)

... | Pieareais proportional to sum:
U

It ot ol
i, o e

L HGE s

Observation: the eastern route is chosen more often
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Cluster 2: from home to work

- Sonn-Hange at

- g

Statistics about positions fram
Trajectories from ADOF0814_TA_H3
(alexa) (anale 30; stop time 600;
radius 100)

M starts {active)

W nends (active)

_| Pie area is proportional to sum:

0.0
O 108.0
%

Observation: the eastern route is chosen much more often
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Mobility data analysis in Milano

WIND Telecomunicazioni spa (major telecom
provider, GeoPKDD partner)

o GSM data (Handover data: aggregated flows between
adjacent cells)

Other collaborations:
o Comune di Milano, Mobility Agency

o Infoblu and OctoTelematics (GPS receivers on board of
cars with special insurance contract)

Experience on a a dataset of
o 2 M positions,

o 17 K vehicles,

o 200 K trajectories

39



data on the map

MILANO

3

iGiovanni

0,San

nése

=
E

AlerEnricoskonlanini |

Milano MI|

.,
>

N

4 San"Donate

a, Technolg

Europ
i

Atlas




Traffic density patterns (spatio-temporal aggregation)
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‘ Clustering trajectories on “route similarity”

Left: peripheral routes; middle: inward routes; right: outward routes.

= Rinzivillo, Pedreschi, Nanni, Giannotti, Andrienko, Andrienko
Visually-driven analysis of movement data by progressive
clustering. J. of Information Visualization, 2008
44



Challenges of visually-driven clustering

Progressive refinement through visually-driven
exploration

o Progressively complex similarity functions
Scalability

o Index structures to support efficient
neighborhood queries for trajectory clustering
(Nanni, Pedreschi, Pelekis, Theodoridis, 2008)

a Progressive clustering by sampling

Incremental clustering and concept drift

45
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An archaeology of the present

The opportunity to discover, from the
digital traces of human activity, the
knowledge that makes us comprehend
timely and precisely the way we live, the
way we use our time and our land.

Mobility data mining
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From opportunities to threats

= Personal mobility data, as gathered by the
wireless networks, are extremely sensitive

= Their disclosure may represent a brutal violation of
the privacy protection rights, i.e., to keep
confidential

o the places we visit

o the places we live or work at

o the people we meet

a ...
48



The nalve scientist’s view

= Knowing the exact identity of individuals is not
needed for analytical purposes

o De-identified mobility data are enough to reconstruct
aggregate movement behaviour, pertaining to
groups of people.

= Reasoning coherent with European data
protection laws: personal data, once made
anonymous, are not subject to privacy law
restrictions

C = Is this reasoning correct?

49



Unfortunately not!

Making data (reasonably) anonymous is not easy.

Sometimes, it Is possible to reconstruct the exact
identities from the de-identified data.
Many famous example of re-identification

o Governor of Massachusetts’ clinical records (Sweeney’s
experiment, 2001)

o America On Line August 2006 crisis: user re-identified
from search logs

Two main sources of danger:
o Many observations on the same “anonymous” subject

o Linking data, after joining separate datasets

10)



‘Spatio-temporal linkage in Mobillity Data

[almost every day mon-fri

|d: _ |
34567 A ‘—\/ B between 7:45 — 8:15]
AWB [almost every day mon-fri
between 17:45 — 18:15]

= By intersecting the phone directories of locations A and B we find
that only one individual lives in A and works in B.

m 1d:34567 = Prof. Smith

= Then you discover that on Saturday night 1d:34567 usually drives to
the city red lights district...

51



Basic ideas for anonymity
preserving data analysis




How do people (try to) stay anonymous?

= either by camouflage

o pretending to be someone else or
somewhere else

= or by hiding in the crowd

o becoming indistinguishable among many
others

93



Concepts for Location Privacy
Location Perturbation — Random

4 .

atior

= The user location is represented
with a fake value

= Privacy protection is achieved
from the fact that the reported
location is false

= The accuracy and the amount of

privacy mainly depends on how
far is the reported location from
the exact location

54



Concepts for Location Privacy

Spatial Cloaking — Generalization

= The user exact location is
represented as a region that
Includes the exact user location

= An adversary does know that
the user is located in the region,
but has no clue where the user
IS exactly located

= The area of the region achieves
a trade-off between user privacy

C and accuracy
Pa

95



mo

oncepts for Location Privacy
patio- tE‘T‘pO"ai geie‘a lization

In addition to the spatial
dimension, generalize
also the temporal
dimension

Xy



Concepts for Location Privacy
K-anonymity

User’s position is generalized to
a region containing at least k
users

The user is indistinguishable
among other k users

The area largely depends on the
surrounding environment.

A value of k =100 may result in a
very small area downtown Hong
Kong, or a very large area in the /

desert.

10-anonymity

S7



Privacy- preserving spatio-
temporal data mining

Trajectory randomization is risky!

1jecliory rai
J J

Trajectory anonymization
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A subtle re-identification attack

Disclosure Risks of Distance Preserving Data
Transformations

o Erkay Savas, Yucel Saygin, Emre Kaplan, and Thomas
B. Pedersen (Sabanci Univ., Istanbul)

What if the attacker knows:
o Some trajectories

o All mutual distances

Hyper-lateration

o Works in d dimensions
given d + 1 points

o If known trajectories are few,
then approximate!

99
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Privacy- preserving spatio-
temporal data mining

Trajectory randomization is risky!

1jecliory rai
J J

Trajectory anonymization
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Trajectory anonymization

= Several variants developed in GeoPKDD:

o Abul, Bonchi, Nanni (Pisa KDD LAB). Int. Conf. Data
Engineering ICDE 2008

o Nergiz, Atzori, Saygin (Sabanci Univ. + Pisa KDD LAB).
2007 (submitted)

o Gkoulalas-Divanis, Verykios (Univ. Thessaly). 2007
(submitted)

17

o Monreale, Giannotti, Pensa, Pedreschi, Pineiii (Pisa KD
LAB) 2008
= Common goal: construct an anonymized version of a

trajectory dataset, preserving some target analytical
properties

= Different techniques adopted

D

62



Example result: Never Walk Alone

Bonchi, Abul, Nanni. Never Walk Alone: Uncertainty for
Anonymity in Moving Objects Databases. ICDE 2008
Basic ideas:

o Trade uncertainty for anonymity: trajectories that are close up
the uncertainty threshold are indistinguishable

o Combine k-anonymity and perturbation

WO Steps:
o Cluster trajectories into groups of k similar ones (removing

outliers)

o Perturb trajectories in a cluster so that each one is close to each
other up to the uncertainty threshold
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Time

Trajectory cluster
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Trajectory cluster

Time

[@ra=—---
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‘

(K,0) —anonymity set

Time

A

Volume of

k,)l'rajectory T
(radius=§ )

Anonymity Set
Bounding "tube"
{radius=g /2)

Y
/ /L

»

= K =minimum number of trajectories in the set

X

= O = uncertainty threshold (e.g., measurement error of GPS device)
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‘ Quality of anonymized datasets

= For reasonable values of K and 8, some
Interesting analytical properties of the original
dataset are preserved by the anonymized

trajectories :

o density (aggregate count of mobile users In
the spatio-temporal dimension)

et
L

I n
O Ciuswerin

ing

o T-patterns

= Prototype trajectory anonymity toolkit
available
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Key Issues

Define an acceptable formal measure of
anonymity protection:

o Probability of re-identification (in a given
context)

o A (technically supported) juridical issue!
Sampling: a necessity and an opportunity!

o Necessary for performance/feasibiliy of data
mining from massive mobility datasets

o Good for anonymity (re-identification probability
decreases)
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From local patterns
to global models




From T-patterns to T-models

= Mobility raw data are huge and noisy

= To create good models, better first simplify data into patterns

o ... as in association rule based classification

= Location prediction based on T-patterns (Giannotti et al., Int.
Workshop on Computational Transportation Science, 2008)

@
D#On QLA eSS L KO0 @ = an O
e

ke
==

B e Prediction Tree
Extracting Trajectory Patterns from the data

» T-anonymization based on T-patterns (Pedreschi et al., 2008)
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A reasoning
framework for
mobility data mining
applications




Building mobility data mining

applieatrons—

= requires reasoning on a richer form of knowledge about
mobility
o Geographic semantics
0 Landmarks and interesting places
0 Road network

0 Landscape

Q

o Movement sematics
0 stops and moves
0 Purposes of movement
0  means of transportation

Q
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Semantic Trajectory Data

Physical Trajectory:

e.g. GPS recording over
some period of time

Semantic Trajectory:

|

g Places where a person stayed
means of transportation
combination of above elements for
higher-level description

way to work

A

bus stop

bus stop

. on foot

by bus 74






An ontological framework ..

enables a progressive semantic
enrichment of mobility data and
patterns

From raw mobility data collected by devices

To semantic trajectories — from (x,y,t) to sequences of
stops and moves

From trajectory patterns

To behavioral motion patterns
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The GeoPKDD ontological framework

guery
—_— -
- - Data Application
y 7~ Ontology Ontology

@/ ONTOLOGY

SYSTEM

Oi < ——— ~
\\/ <~ \ 3 Stop(id,n) &
~ - S e select *
(//\! \ - ; —— from StopTable;
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e | 3
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l
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Mapping the data ontology to the trajectory DB

—
> .. —
Laggrnad
I [y
B i - g
Sty i,
i - @omETy of kind poire.
R mciorwianl
@ gl pebaian
= o oo gk iy
CIET 2
e
= T e )
T S
B B i N .
| e
. -
®
N “" ] (RiverBask

_—1+——">|stop(id,n) ® ATHENA
select™  ______ _|_
Data from StopTable; I
Ontology

;: i SYSTEM ONTOLOGY-MOD DATABASE
-
L
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Conceptual Model of Semantic Trajectories

The MADS conceptual model of Do
semantic trajectories (stop and
moves) has been translated in
ontological formalism

TrajlsCompOfBES

1
1
1
1
1
A 4

BES

G Trajectory !

1

I \

I 1

I |I 1
, OutMove InBES : !
\ I

\ 1

\ 1

- Move .-
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Conceptual Model of Motion Patterns

Applying sequential pattern on semantic trajectories:
4% of people stops at CentrumHotel in the morning and then
at Pisa Tower in the afternoon

<CentrumHotel[08:00-12:00], PisaTower[12:01-18:00] (s=0.04)>

/ \ hasSupport
Pattern Real
hasSequenceofStops s o
e SequentialStopPattern
/7
\ =
II
1
v s
11me
SequentialPatternList -
T ,/’ Instant Interval
\ 1
\ ! \
\ 1
hasContent \ K
\\ .- FpStophasTime
- FpStop [

~o
-
-
-

v}
m
(7]

FpStophasBES




Definition of Touristic Path

Data Ontology concepts are exploited in the application ontoloqy to give new concepts definitons
through axioms.

A touristic path is a sequential pattern that has some stops in an accomodation area in the
morning, followed by some touristic area and then by stops in an accomodation area in the
evening

TouristicSegPath = hasSequenceOfStops some (SequentialPatternList
and (hasContent some (FPStop and (inside some
AccomodationArea) and (fpStopHasTime has Morning))))) and
(isFollowedBy some (SequentialPatternList and (hasContent some
FPStop and (inside some TouristicArea)) and (isFollowedBy some
(SequentialPatternList and (hasContent some (FPStop and (inside
some AccomodationsArea) and (fpStopHasTime has Evening)))))
and (hasNext some EmptyList))))))
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Architecture features

Design
o Trajectory Conceptual model based on MADS;

o Mappings: TCM-Hermes, TCM-Data Ontology and Data
Ontology-Hermes

o Ontology language: OWL

Querying

o Conjunctive query over a DL knowledge base;
o Reformulate query taking into account Thox;

o Translate reformulated query into SQL query;,
Integration with GeoPKDD components:

o Visual analytics tool

5 DMQL
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Conclusions




While mobility data flood us ...

= ... mobility data mining Is a emerging as
an exciting new field

= GeoPKDD.eu is in the mix, shaping up the
area

= Challenge: Ubiquitous Computing will
provide us with streams of semantic-rich
mobility data (in a decentralized setting)

2 We have only begun to scratch the surface of
this problem
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... trying to accomplish a long-time dream

CARTE FIGURATIVE des pertes successives en hommes de I rmee Franguise dans la campagne de Russie 1912-1813.

Dressée par W Minard, I'n.-lllﬁrur.rur Gendral der Fonta et Chavssées én retraste.

-

TABLEAU GHH’HIEUE et

5 umF;'r.l ture an n"lsnl"l ru tharmomstre de Reaumur au dersous oo 16ro
'ld
—_'F-.'_'__--
S Frum 14 = -
El .‘
=T -._-r.-_._._..- [ el O
. g e S i
=18 e ] L' —30f 1y € - -

Xore o December ¥ = November &r me Ohctber

The representation of Napoleon’s Russian campaign of 1812 produced by Charles Joseph Minard in 1861
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