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Figure 3: Communication patterns vs. deprivation

Source: Eagle, 2009.

Figure 4: Reality mining of data from GPS mobile phones

4a: Patterns of human movement in San Francisco 4h: Limited mixing among people with different
behavior patterns

Source: Sense Networks, 2008. Source: Sense Networks, 2008.
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Usefulness for society

Reality mining of behavior data is just beginning.

For instance, the correlation of behavior data with
medication data from millions of people could make
drug therapies more effective and help medical profes-
sionals detect drug interactions more quickly. If behavior
data were correlated with medical conditions, the data
could illuminate the etiology and preconditions of
disease far more powerfully than is possible today and,
further, serve as an early warning system for epidemic
diseases such as SARS. Comparing the medical data
with genomic and protonomic data from different
population samples could provide a powerful method
for understanding complex gene and environment
interactions.

For society, the hope is that we can use this new
in-depth understanding of individual behavior to
increase the efficiency and responsiveness of industries
and governments. For individuals, the attraction is the
possibility of a world where everything is arranged for
your convenience—your health checkup is magically
scheduled just as you begin to get sick, the bus comes
just as you get to the bus stop, and there is never a line
of waiting people at city hall.

Data ownership and privacy

Perhaps the greatest challenge posed by this new ability
to sense the pulse of humanity is creating a “new deal”
around questions of privacy and data ownership. Many
of the network data that are available today are freely
offered because the entities that control the data have
difficulty extracting value from them. As we develop
new analytical methods, however, this will change.
Moreover, not all people who want access to the data do
so for altruistic motives, and it is important to consider
how to keep the individuals who generate this informa-
tion safe. Advances in analysis of network data must be
approached in tandem with understanding how to cre-
ate value for the producers and owners of the data while
at the same time protecting the public good. Clearly, our
notions of privacy and ownership of data need to evolve
in order to adapt to these new challenges.

This raises another important question: how do we
design institutions to manage the new types of privacy
issues that will emerge with these new reality mining
capabilities? Digital traces of people are ubiquitously
preserved within our private and public organizations—
location patterns, financial transactions, public trans-
portation, phone and Internet communications, and so
on. Certainly new types of regulatory institutions are
required to deal with this information, but what form
should they take?

Companies will have a key role in this new deal for
privacy and ownership. One suggestion is that there is
an incentive system, one that gives added value to the

users. Market mechanisms appear to be a particularly

interesting avenue of exploration, since they may allow
people to give up their data for monetary or service
rewards. Ideally, this would be put into place in order to
gain approval from the majority of the population to use
data collected from their digital interactions.

Other important considerations revolve around data
anonymity. The use of anonymous data should be
enforced, and analysis at the group level should be pre-
ferred over that at the individual level. Robust models
of collaboration and data sharing need to be developed,;
guarding both the privacy of consumers as well as cor-
porations’ legitimate competitive interests are vital here.

What must be avoided is either the retreat into
secrecy, so that these data become the exclusive domain
of private companies and remain inaccessible to the
Common Good, or the development of a “big brother”
model, with government using the data but denying the
public the ability to investigate or critique its conclusions.
Neither scenario will serve the long-term public interest

in having a transparent and efficient government.

The new deal on data

The first step toward open information markets is to
give people ownership of their data. The simplest
approach to defining what it means to “own your own
data” is to go back to Old English Common Law for
the three basic tenets of ownership, which are the rights

of possession, use, and disposal:

1. You have a right to possess your data. Companies
should adopt the role of a Swiss bank account for
your data.You open an account (anonymously,
if possible), and you can remove your data

whenever you'd like.

2. You, the data owner, must have full control over
the use of your data. If you’re not happy with
the way a company uses your data, you can
remove it. All of it. Everything must be opt-in,
and not only clearly explained in plain language,
but with regular reminders that you have the

option to opt out.

3. You have a right to dispose or distribute your
data. If you want to destroy it or remove it
and redeploy it elsewhere, it is your call.

Ownership seems to be the minimal guideline for
the “new deal on data” There needs to be one more
principle, however—which is to adopt policies that
encourage the combination of massive amounts of
anonymous data to promote the Common Good.
Aggregate and anonymous location data can dramatically
improve society. Patterns of how people move around
can be used for early identification of infectious disease
outbreaks, protection of the environment, and public
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safety. It can also help us measure the effectiveness of
various government programs, and improve the trans-
parency and accountability of government and nonprofit

organizations.

Conclusions
Revolutionary new measurement tools provided by
mobile telephones and other digital infrastructures are
providing us with a God’s eye view of ourselves. For the
first time, we can precisely map the behavior of large
numbers of people as they go about their daily lives.
These distributed sensor networks have given us a
new, powerful way to understand and manage human
groups, corporations, and entire societies. As these new
abilities become refined by the use of more sophisticat-
ed statistical models and sensor capabilities, we could
well see the creation of a quantitative, predictive science
of human organizations and human society. At the same
time, these new tools have the potential to make George
Orwell’s vision of an all-controlling state into a reality.
‘What we do with this new power may turn out to be

either our salvation or our destruction.

Notes

1 See http://www.bbc.co.uk/britainfromabove/stories/visualisations/
index.shtml for amazing videos of the time evolution of automo-
biles, airplanes, telephone calls, and shipping activity patterns.

Technology Review 2008.
Eagle 2009.
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