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The  modern  data  scien1st!!!



CRISP  Methodology  late  90’s    
for  developing  KDD  systems
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From  DATA  to  KNOWLEDGE



The  GDPR

Ø  In	  	  force	  on	  25	  May	  2018	  	  
Ø  Introduces	  important	  novel'es	  

Ø New	  Obliga'ons	  
Ø New	  Rights	  

	  



Ethical principles for trustworthy AI 

respect for human autonomy 
self-determination  
no-coercion  
no-manipulation 

prevention of harm 
safe and secure 

fairness  
no-discrimination (no-bias) 

explicability  
User trust and transparency 
intelligibility “how does it work?” 
accountability (“who is responsible for”) 



What  makes  ad  AI  system  trustworthy?  
•  respec'ng	  the	  rule	  of	  law;	  
•  	  being	  aligned	  with	  agreed	  ethical	  principles	  and	  values,	  including	  
privacy,	  fairness,	  human	  dignity;	  

•  	  keeping	  us,	  the	  humans,	  in	  control;	  	  
•  ensuring	  the	  system's	  behavior	  is	  transparent	  to	  us,	  and	  its	  
decision	  making	  process	  is	  explainable;	  	  

•  and	  being	  robust	  and	  safe,	  meaning	  that	  the	  system's	  behavior	  
remains	  trustworthy	  even	  if	  things	  go	  wrong.	  	  

• ….AI	  Systems	  are	  oSen	  socio-‐technical	  systems..so	  is	  the	  overall	  
func'oning	  to	  be	  taken	  into	  considera'on	  



How  to  develop  Trustworthy  AI  systems?

• designing	  and	  developing	  AI	  
systems	  that	  	  

•  incorporate	  the	  safeguards	  
that	  make	  them	  trustworthy,	  
and	  respec>ul	  of	  human	  
agency	  and	  expecta?ons.	  	  

•  Not	  only	  the	  mechanisms	  to	  
maximize	  benefits,	  but	  also	  
those	  for	  minimizing	  harm.	  

	  



We  want  design  
systems  that  do  
not  harm  humans  
and  incorporate  
ethical  values
	  

[ F l o r i d i    e t    a l .    2019 ]    F l o r i d i ,    Luc i ano    and    Jo sh   Cow l s          “A   Un ified    F ramework   o f    F i ve    P r i nc ip l e s    fo r   A I    i n    Soc i e t y ”.   
Ha r va rd   Data    S c i ence   Rev i ew,    1 ,    2019 

5	  core	  principles	  for	  ethical	  AI:	  
	  
1.  Beneficence	  
2.  Non-‐maleficence	  
3.  Autonomy	  
4.  Jus'ce	  
	  
…systems	  that	  make	  humans	  more	  
intelligent	  
5.	  	  Explicability	  

	  These	  are	  Times	  for	  Humane	  AI	  



”Explicability”  

understood  as  incorpora1ng  both
•  intelligibility  (“how  does  it  work?”  

•  for  non-‐experts,  e.g.,  pa1ents  or  business  
customers,  

•  for  experts,  e.g.,  product  designers  or  
engineers)

•  accountability  (“who  is  responsible  for”).



Mo1va1on  For  Explaina1on



  COMPAS  recidivism  black  bias  



  The  background  bias



No  Amazon  free  same-‐day  delivery  
for  restricted  minority  neighborhoods  
06	  September	  2019	   EuADS	  Summer	  School	  2019	  -‐	  Explainable	  Data	  Science	  	   h<ps://xaitutorial2019.github.io/	  



Least  but  not  last  Robustness

17	  



Interpretable  ML  Models

06	  September	  2019	   EuADS	  Summer	  School	  2019	  -‐	  Explainable	  Data	  Science	  	   18	  



Defini1ons

•  To	  interpret	  means	  to	  give	  or	  provide	  the	  
meaning	  or	  to	  explain	  and	  present	  in	  
understandable	  terms	  some	  concepts.	  

•  In	  AI,	  and	  in	  data	  mining	  and	  machine	  
learning,	  interpretability	  is	  the	  ability	  to	  
explain	  or	  to	  provide	  the	  meaning	  in	  
understandable	  terms	  to	  a	  human.	  

-  h<ps://www.merriam-‐webster.com/	  

-  Finale	  Doshi-‐Velez	  and	  Been	  Kim.	  2017.	  Towards	  a	  rigorous	  science	  of	  interpretable	  machine	  learning.	  arXiv:1702.08608v2.	  



Recognized  Interpretable  Models

Linear	  Model	  

Rules	  

Decision	  Tree	  

06	  September	  2019	   EuADS	  Summer	  School	  2019	  -‐	  Explainable	  Data	  Science	  	   h<ps://xaitutorial2019.github.io/	  



A	  black	  box	  is	  a	  model,	  whose	  
internals	  are	  either	  unknown	  to	  
the	  observer	  or	  they	  are	  known	  
but	  uninterpretable	  	  by	  humans.	  
	  
Example:	  
•  DNN	  
•  SVM	  
•  Ensemble	  

-  Guidoe,	  R.,	  Monreale,	  A.,	  Ruggieri,	  S.,	  Turini,	  F.,	  Giannoe,	  F.,	  &	  Pedreschi,	  D.	  (2018).	  A	  survey	  of	  methods	  for	  explaining	  black	  box	  
models.	  ACM	  Compu)ng	  Surveys	  (CSUR),	  51(5),	  93.	  

What  is  a  Black  Box  Model?



Explana1on  in  different  AI  fields  

• Machine	  Learning	  

Auto-‐encoder	  
Oscar	  Li,	  Hao	  Liu,	  Chaofan	  Chen,	  Cynthia	  Rudin:	  Deep	  Learning	  for	  Case-‐
Based	  Reasoning	  Through	  Prototypes:	  A	  Neural	  Network	  That	  Explains	  
Its	  Predic'ons.	  AAAI	  2018:	  3530-‐3537	  

Surogate	  Model	  
Mark	  Craven,	  Jude	  W.	  Shavlik:	  Extrac'ng	  Tree-‐Structured	  
Representa'ons	  of	  Trained	  Networks.	  NIPS	  1995:	  24-‐30	  

Feature	  Importance,	  Par'al	  Dependence	  Plot,	  Individual	  Condi'onal	  Expecta'on	  



Explana1on  in  different  AI  fields  

• Machine	  Learning	  
• Computer	  Vision	  

Saliency	  Map	  
Julius	  Adebayo,	  Jus'n	  Gilmer,	  Michael	  Muelly,	  Ian	  J.	  Goodfellow,	  Moritz	  Hardt,	  Been	  
Kim:	  Sanity	  Checks	  for	  Saliency	  Maps.	  NeurIPS	  2018:	  9525-‐9536	  

Uncertainty	  Map	  
Alex	  Kendall,	  Yarin	  Gal:	  What	  Uncertain'es	  Do	  We	  Need	  in	  Bayesian	  Deep	  Learning	  for	  
Computer	  Vision?	  NIPS	  2017:	  5580-‐5590	  



Explana1on  in  different  AI  fields  

• Machine	  Learning	  
• Computer	  Vision	  
• Knowledge	  Representa'on	  and	  Reasoning	  

Diagnosis	  Inference	  
Alban	  Gras'en,	  Patrik	  Haslum,	  Sylvie	  Thiébaux:	  Conflict-‐
Based	  Diagnosis	  of	  Discrete	  Event	  Systems:	  Theory	  and	  
Prac'ce.	  KR	  2012	  

Abduc'on	  Reasoning	  (in	  Bayesian	  Network)	  
David	  Poole:	  Probabilis'c	  Horn	  Abduc'on	  and	  Bayesian	  
Networks.	  Ar'f.	  Intell.	  64(1):	  81-‐129	  (1993)	  



Explana1on  in  different  AI  fields  

• Machine	  Learning	  
• Computer	  Vision	  
• Knowledge	  Representa'on	  and	  Reasoning	  
• Mul'-‐agent	  Systems	  

Agent	  Strategy	  Summariza'on	  
Ofra	  Amir,	  Finale	  Doshi-‐Velez,	  David	  Sarne:	  Agent	  Strategy	  Summariza'on.	  
AAMAS	  2018:	  1203-‐1207	  

Explainable	  Agents	  
Joost	  Broekens,	  Maaike	  Harbers,	  Koen	  V.	  Hindriks,	  Karel	  van	  den	  Bosch,	  Catholijn	  M.	  Jonker,	  
John-‐Jules	  Ch.	  Meyer:	  Do	  You	  Get	  It?	  User-‐Evaluated	  Explainable	  BDI	  Agents.	  MATES	  2010:	  28-‐39	  



Explana1on  in  different  AI  fields  

• Machine	  Learning	  
• Computer	  Vision	  
• Knowledge	  Representa'on	  and	  Reasoning	  
• Mul'-‐agent	  Systems	  
• NLP	  

Explainable	  NLP	  
Hui	  Liu,	  Qingyu	  Yin,	  William	  Yang	  Wang:	  Towards	  Explainable	  NLP:	  A	  Genera've	  
Explana'on	  Framework	  for	  Text	  Classifica'on.	  CoRR	  abs/1811.00196	  (2018)	  



Explana1on  in  different  AI  fields  

• Machine	  Learning	  
• Computer	  Vision	  
• Knowledge	  Representa'on	  and	  Reasoning	  
• Mul'-‐agent	  Systems	  
• NLP	  
• Planning	  and	  Scheduling	   Human-‐in-‐the-‐loop	  Planning	  

Maria	  Fox,	  Derek	  Long,	  Daniele	  Magazzeni:	  Explainable	  Planning.	  CoRR	  
abs/1709.10256	  (2017)	  



Explana1on  in  different  AI  fields  

• Machine	  Learning	  
• Computer	  Vision	  
• Knowledge	  Representa'on	  and	  Reasoning	  
• Mul'-‐agent	  Systems	  
• NLP	  
• Planning	  and	  Scheduling	  
• Robo'cs	  

From	  Decision	  Tree	  to	  human-‐friendly	  informa'on	  	  
Raymond	  Ka-‐Man	  Sheh:	  "Why	  Did	  You	  Do	  That?"	  Explainable	  Intelligent	  
Robots.	  AAAI	  Workshops	  2017	  



Explana1on  as  Machine-‐Human  Conversa2on

-‐  Humans	  may	  have	  follow-‐up	  ques'ons	  
-‐  Explana'ons	  cannot	  answer	  all	  users’	  concerns	  

[Weld	  and	  Bansal	  2018]	  



Role-‐based  Interpretability

•  End	  users	  “Am	  I	  being	  treated	  fairly?”	  
“Can	  I	  contest	  the	  decision?”	  
“What	  could	  I	  do	  differently	  to	  get	  a	  
posi've	  outcome?”	  

•  Engineers,	  data	  scien?sts:	  “Is	  my	  system	  
working	  as	  designed?”	  

• Regulators	  “	  Is	  it	  compliant?”	  
	  

An	  ideal	  explainer	  should	  model	  the	  user	  
background.	  	  

	  
	  

[Tomse<	  et	  al.	  18]	  

[Tomse<	  et	  al.	  2018,	  Weld	  and	  Bansal	  2018,	  Poursabzi-‐Sangdeh	  2018,	  Mi<elstadt	  et	  al.	  2019]	  

“Is	  the	  explana'on	  interpretable?”	  à	  “To	  whom	  is	  the	  explana'on	  interpretable?”	  
No	  Universally	  Interpretable	  Explana'ons!	  



XAI  is  Interdisciplinary

•  For	  millennia,	  philosophers	  have	  
asked	  the	  ques'ons	  about	  what	  
cons'tutes	  an	  explana'on,	  what	  
is	  the	  func'on	  of	  explana'ons,	  
and	  what	  are	  their	  structure	  	  

•  [Tim	  Miller	  2018]	  	  



Open  the  Black  Box  Problems
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Classifica1on  Problem

X	  =	  {x1,	  …,	  xn}	  



Problems  Taxonomy



XbD  –  eXplana1on  by  Design

Input	  Data	  

Interpretability	  	  

Black-‐box	  System	  

Transparent	  System	  

𝑦 	  



Transparent  Box  Design  Problem

Provide	  a	  model	  which	  is	  locally	  or	  globally	  interpretable	  on	  its	  own.	  

X	  =	  {x1,	  …,	  xn}	  

x	  



BBX  -‐  Black  Box  eXplana1on
Black-‐box	  	  
AI	  System	  

Explana'on	  Sub-‐system	  

Input	  Data	  
Explana?on	  

𝑦 	  



Model  Explana1on  Problem

Provide	  an	  interpretable	  model	  able	  to	  mimic	  the	  overall	  logic/behavior	  of	  
the	  black	  box	  and	  to	  explain	  its	  logic.	  Returns	  a	  global	  explana'on.	  
	  

X	  =	  {x1,	  …,	  xn}	  



Outcome  Explana1on  Problem

Provide	  an	  interpretable	  outcome,	  i.e.,	  an	  explana<on	  for	  the	  outcome	  of	  
the	  black	  box	  for	  a	  single	  instance.	  Returns	  a	  local	  explana'on.	  

x	  



Local  Explana1on

•  The	  overall	  decision	  
boundary	  is	  complex	  

•  In	  the	  neighborhood	  of	  a	  
single	  decision,	  the	  
boundary	  is	  simple	  

•  A	  single	  decision	  can	  be	  
explained	  by	  audi'ng	  the	  
black	  box	  around	  the	  
given	  instance	  and	  
learning	  a	  local	  decision.	  



Model  Inspec1on  Problem

Provide	  a	  representa'on	  (visual	  or	  textual)	  for	  understanding	  either	  how	  the	  
black	  box	  model	  works	  or	  why	  the	  black	  box	  returns	  certain	  predic'ons	  
more	  likely	  than	  others.	  

X	  =	  {x1,	  …,	  xn}	  



Explana1on  Strategy:  Reverse  Engineering

•  The	  name	  comes	  from	  the	  fact	  that	  we	  can	  only	  observe	  
the	  input	  and	  output	  of	  the	  black	  box.	  

•  Possible	  ac'ons	  are:	  
•  querying/audi'ng	  the	  black	  box	  with	  input	  records	  
created	  in	  a	  controlled	  way	  using	  random	  perturba<ons	  
w.r.t.	  a	  certain	  prior	  knowledge	  (e.g.	  train	  or	  test)	  

•  choice	  of	  a	  par'cular	  interpretable	  model	  
	  

•  It	  can	  be	  generalizable	  or	  not:	  
• Model-‐Agnos'c	  
• Model-‐Specific	  

Input	   Output	  



Model-‐Agnos1c  vs  Model-‐Specific

independent	  

dependent	  



Black  Boxes

• Neural	  Network	  (NN)	  
•  Tree	  Ensemble	  (TE)	  
•  Support	  Vector	  Machine	  (SVM)	  
• Deep	  Neural	  Network	  (DNN)	  

29	  Novembre	  2019	   -‐	  BDA	  2019/2020	   h<ps://xaitutorial2019.github.io/	  



Types  of  Data

Text	  
(TXT)	  

Tabular	  
	  (TAB)	  

Images	  	  
(IMG)	  

29	  Novembre	  2019	   -‐	  BDA	  2019/2020	   h<ps://xaitutorial2019.github.io/	  



Explanators
• Decision	  Tree	  (DT)	  
• Decision	  Rules	  (DR)	  	  
•  Features	  Importance	  (FI)	  
•  Saliency	  Mask	  (SM)	  
•  Sensi'vity	  Analysis	  (SA)	  
• Par'al	  Dependence	  Plot	  (PDP)	  
• Prototype	  Selec'on	  (PS)	  
• Ac'va'on	  Maximiza'on	  (AM)	  

29	  Novembre	  2019	   -‐	  BDA	  2019/2020	   h<ps://xaitutorial2019.github.io/	  



Solving  The  Model  Explana1on  Problem



Global  Model  Explainers

•  Explanator:	  DT	  
•  Black	  Box:	  NN,	  TE	  
•  Data	  Type:	  TAB	  
	  

•  Explanator:	  DR	  
•  Black	  Box:	  NN,	  SVM,	  TE	  
•  Data	  Type:	  TAB	  
	  

•  Explanator:	  FI	  
•  Black	  Box:	  AGN	  
•  Data	  Type:	  TAB	  



Trepan  –  DT,  NN,  TAB

01 T = root_of_the_tree()
02 Q = <T, X, {}>
03 while Q not empty & size(T) < limit
04 N, XN, CN  = pop(Q)
05 ZN = random(XN, CN)
06 yZ = b(Z), y = b(XN)
07 if same_class(y ∪ yZ)
08 continue
09 S = best_split(XN ∪ ZN, y ∪ yZ)
10 S’= best_m-of-n_split(S)
11 N = update_with_split(N, S’)
12 for each condition c in S’
13 C = new_child_of(N)
14 CC = C_N ∪ {c}
15 XC = select_with_constraints(XN, CN)
16 put(Q, <C, XC, CC>)	  

-  Mark	  Craven	  and	  JudeW.	  Shavlik.	  1996.	  Extrac<ng	  tree-‐structured	  representa<ons	  of	  trained	  networks.	  NIPS.	  

black	  box	  	  
audi<ng	  



RxREN  –  DR,  NN,  TAB

-  M.	  Gethsiyal	  Augasta	  and	  T.	  Kathirvalavakumar.	  2012.	  
Reverse	  engineering	  the	  neural	  networks	  for	  rule	  
extrac<on	  in	  classifica<on	  problems.	  NPL.	  

01 prune insignificant neurons
02 for each significant neuron
03   for each outcome
04     compute mandatory data ranges
05 for each outcome
06   build rules using data ranges of each neuron
07 prune insignificant rules
08 update data ranges in rule conditions analyzing error	  

black	  box	  	  
audi<ng	  



Solving  The  Outcome  Explana1on  Problem

29	  Novembre	  2019	   -‐	  BDA	  2019/2020	   h<ps://xaitutorial2019.github.io/	  



Local  Model  Explainers

•  Explanator:	  SM	  
•  Black	  Box:	  DNN,	  NN	  
•  Data	  Type:	  IMG	  
	  

•  Explanator:	  FI	  
•  Black	  Box:	  DNN,	  SVM	  
•  Data	  Type:	  ANY	  
	  

•  Explanator:	  DT	  
•  Black	  Box:	  ANY	  
•  Data	  Type:	  TAB	  

29	  Novembre	  2019	   -‐	  BDA	  2019/2020	   h<ps://xaitutorial2019.github.io/	  



Local  Explana1on

•  The	  overall	  decision	  
boundary	  is	  complex	  

•  In	  the	  neighborhood	  of	  a	  
single	  decision,	  the	  
boundary	  is	  simple	  

•  A	  single	  decision	  can	  be	  
explained	  by	  audi'ng	  the	  
black	  box	  around	  the	  
given	  instance	  and	  
learning	  a	  local	  decision.	  

29	  Novembre	  2019	   -‐	  BDA	  2019/2020	   h<ps://xaitutorial2019.github.io/	  



LIME  –  FI,  AGN,  “ANY”

01 Z = {}
02 x instance to explain 
03 x’ = real2interpretable(x)
04 for i in {1, 2, …, N}
05 zi= sample_around(x’)
06 z = interpretabel2real(zi)
07 Z = Z ∪ {<zi, b(zi), d(x, z)>}
08 w = solve_Lasso(Z, k)
09 return w

-  Marco	  Tulio	  Ribeiro,	  Sameer	  Singh,	  and	  Carlos	  Guestrin.	  2016.	  Why	  should	  i	  trust	  you?:	  
Explaining	  the	  predic'ons	  of	  any	  classifier.	  KDD.	  

black	  box	  	  
audi<ng	  
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LORE  –  DR,  AGN,  TAB

01 x instance to explain
02 Z= = geneticNeighborhood(x, fitness=, N/2)
03 Z≠ = geneticNeighborhood(x, fitness≠, N/2) 
04 Z = Z= ∪ Z≠
05 c = buildTree(Z, b(Z))
06 r = (p -> y) = extractRule(c, x)
07 ϕ = extractCounterfactual(c, r, x)
08 return e = <r, ϕ>	  

Riccardo	  Guidoe,	  Anna	  Monreale,	  Salvatore	  Ruggieri,	  Dino	  Pedreschi,	  Franco	  Turini,	  and	  Fosca	  Giannoe.	  2018.	  Local	  rule-‐based	  explana<ons	  
of	  black	  box	  decision	  systems.	  arXiv	  preprint	  arXiv:1805.10820	  

black	  box	  	  
audi<ng	  
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LORE:  Local  Rule-‐Based  Explana1ons crossover	  

muta'on	  

fitness	  

x	  =	  {(age,	  22),	  (income,	  800),	  (job,	  clerk)}	  

Gene'c	  Neighborhood	  

deny	  grant	  

-  Guidoe,	  R.,	  Monreale,	  A.,	  Ruggieri,	  S.,	  Pedreschi,	  D.,	  Turini,	  F.,	  &	  Giannoe,	  F.	  (2018).	  Local	  Rule-‐Based	  
Explana<ons	  of	  Black	  Box	  Decision	  Systems.	  arXiv:1805.10820.	  

Fitness	  Func'on	  evaluates	  which	  
elements	  are	  the	  “best	  life	  forms”,	  
that	  is,	  most	  appropriate	  for	  the	  
result.	  	  
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Local  Rule-‐Based  Explana1ons

r	  =	  {age	  ≤	  25,	  job	  =	  clerk,	  income	  ≤	  900}	  -‐>	  deny	  

Φ	  =	  {({income	  >	  900}	  -‐>	  grant),	  
	  	  	  	  	  	  	  	  	  ({17	  ≤	  age	  <	  25,	  job	  =	  other}	  -‐>	  grant)}	  

Explana'on	  
•  Rule	  
•  Counterfactual	  

deny	  grant	  

x	  =	  {(age,	  22),	  (income,	  800),	  (job,	  clerk)}	  
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Random	  Neighborhood	   Gene'c	  Neighborhood	  
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SHAP  (SHapley  Addi1ve  exPlana1ons)

•  SHAP	  assigns	  each	  feature	  an	  
importance	  value	  for	  a	  
par'cular	  predic'on	  by	  means	  
of	  an	  addi've	  feature	  
a<ribu'on	  method.	  

•  It	  assigns	  an	  importance	  value	  
to	  each	  feature	  that	  represents	  
the	  effect	  on	  the	  model	  
predic'on	  of	  including	  that	  
feature	  

•  Lundberg,	  Sco<	  M.,	  and	  Su-‐In	  Lee.	  "A	  unified	  approach	  to	  interpre'ng	  model	  
predic'ons."	  Advances	  in	  Neural	  Informa)on	  Processing	  Systems.	  2017.	  
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Saliency  maps

60	  

Julius	  Adebayo,	  Jus'n	  Gilmer,	  Michael	  Christoph	  Muelly,	  Ian	  Goodfellow,	  Moritz	  Hardt,	  and	  Been	  Kim.	  Sanity	  checks	  for	  saliency	  maps.	  2018.	  
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Meaningful  Perturba1ons  –  SM,  DNN,  IMG

01 x instance to explain
02 varying x into x’ maximizing b(x)~b(x’)
03 the variation runs replacing a region R of x with:

constant value, noise, blurred image
04 reformulation: find smallest R such that b(xR)≪b(x)

-  Ruth	  Fong	  and	  Andrea	  Vedaldi.	  2017.	  Interpretable	  explana<ons	  of	  black	  boxes	  by	  meaningful	  perturba<on.	  arXiv:1704.03296	  (2017).	  

black	  box	  	  
audi<ng	  
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Interpretable  recommenda1ons

62	  

L.	  Hu,	  S.	  Jian,	  L.	  Cao,	  and	  Q.	  Chen.	  Interpretable	  recommenda'on	  via	  a<rac'on	  
modeling:	  Learning	  mul'level	  a<rac'veness	  over	  mul'modal	  movie	  contents.	  
IJCAI-‐ECAI,	  2018.	  29	  Novembre	  2019	   -‐	  BDA	  2019/2020	  



Solving  The  Model  Inspec1on  Problem

29	  Novembre	  2019	   -‐	  BDA	  2019/2020	   h<ps://xaitutorial2019.github.io/	  



Inspec1on  Model  Explainers

•  Explanator:	  SA	  
•  Black	  Box:	  NN,	  DNN,	  AGN	  
•  Data	  Type:	  TAB	  
	  

•  Explanator:	  PDP	  
•  Black	  Box:	  AGN	  
•  Data	  Type:	  TAB	  
	  

•  Explanator:	  AM	  
•  Black	  Box:	  DNN	  
•  Data	  Type:	  IMG,	  TXT	  
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VEC  –  SA,  AGN,  TAB

•  Sensi'vity	  measures	  are	  variables	  
calculated	  as	  the	  range,	  gradient,	  
variance	  of	  the	  predic'on.	  

•  The	  visualiza'ons	  realized	  are	  
barplots	  for	  the	  features	  
importance,	  and	  Variable	  Effect	  
Characteris<c	  curve	  (VEC)	  ploeng	  
the	  input	  values	  versus	  the	  
(average)	  outcome	  responses.	  

-  Paulo	  Cortez	  and	  Mark	  J.	  Embrechts.	  2011.	  Opening	  black	  box	  data	  mining	  models	  using	  sensi<vity	  analysis.	  CIDM.	  

VEC	  

feature	  distribu'on	   black	  box	  	  
audi<ng	  
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Prospector  –  PDP,  AGN,  TAB

•  Introduce	  random	  perturba<ons	  on	  input	  values	  to	  understand	  to	  
which	  extent	  every	  feature	  impact	  the	  predic'on	  using	  PDPs.	  

•  The	  input	  is	  changed	  one	  variable	  at	  a	  <me.	  

-  Ruth	  Fong	  and	  Andrea	  Vedaldi.	  2017.	  Interpretable	  explana<ons	  of	  black	  boxes	  by	  meaningful	  perturba<on.	  arXiv:1704.03296	  (2017).	  

black	  box	  	  
audi<ng	  
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Sohware  disponibile

•  LIME:	  h<ps://github.com/marcotcr/lime	  
• MAPLE:	  h<ps://github.com/GDPlumb/MAPLE	  
•  SHAP:	  h<ps://github.com/slundberg/shap	  	  	  
• ANCHOR:	  h<ps://github.com/marcotcr/anchor	  	  
•  LORE:	  h<ps://github.com/riccoe/LORE	  
• h<ps://ico.org.uk/media/about-‐the-‐ico/consulta'ons/2616434/
explaining-‐ai-‐decisions-‐part-‐1.pdf	  

•  	  h<ps://www.youtube.com/watch?v=VY1-‐wXt4OE8&t=3275s	  
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(Some)  Sohware  Resources

•  DeepExplain:	  perturba'on	  and	  gradient-‐based	  a<ribu'on	  methods	  for	  Deep	  Neural	  Networks	  interpretability.	  
github.com/marcoancona/DeepExplain	  	  

•  iNNves?gate:	  A	  toolbox	  to	  iNNves'gate	  neural	  networks'	  predic'ons.	  github.com/albermax/innves'gate	  	  

•  SHAP:	  SHapley	  Addi've	  exPlana'ons.	  github.com/slundberg/shap	  	  

•  ELI5:	  A	  library	  for	  debugging/inspec'ng	  machine	  learning	  classifiers	  and	  explaining	  their	  predic'ons.	  
github.com/TeamHG-‐Memex/eli5	  	  

•  Skater:	  	  Python	  Library	  for	  Model	  Interpreta'on/Explana'ons.	  github.com/datascienceinc/Skater	  	  

•  Yellowbrick:	  Visual	  analysis	  and	  diagnos'c	  tools	  to	  facilitate	  machine	  learning	  model	  selec'on.	  
github.com/DistrictDataLabs/yellowbrick	  	  

•  Lucid:	  A	  collec'on	  of	  infrastructure	  and	  tools	  for	  research	  in	  neural	  network	  interpretability.	  github.com/tensorflow/lucid	  
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Applica1ons



Challenge: Public transportation is getting more and more 
self-driving vehicles. Even if trains are getting more and more 
autonomous, the human stays in the loop for critical decision, 
for instance in case of obstacles. In case of obstacles trains 
are required to provide recommendation of action i.e., go on 
or go back to station. In such a case the human is required to 
validate the recommendation through an explanation exposed 
by the train or machine. 

AI Technology: Integration of AI related technologies i.e., 
Machine Learning (Deep Learning / CNNs), and semantic 
segmentation. 

XAI Technology: Deep learning and Epistemic uncertainty 

 

 

Obstacle  Iden1fica1on  Cer1fica1on  (Trust)  -‐  Transporta1on

-‐	  BDA	  2019/2020	   70	  



1	

2	

3	

Data analysis 
for spatial interpretation 

of abnormalities:  
abnormal expenses  

Semantic explanation 
(structured in classes: 

fraud, events, seasonal) 
of abnormalities 

Detailed semantic 
explanation (structured 

in sub classes e.g. 
categories for events) 

Challenge: Predicting and explaining abnormally employee expenses (as high accommodation price in 1000+ cities). 

AI Technology: Various techniques have been matured over the last two decades to achieve excellent results. However most methods address the 
problem from a statistic and pure data-centric angle, which in turn limit any interpretation. We elaborated a web application running live with real data 
from (i) travel and expenses from Accenture, (ii) external data from third party such as Google Knowledge Graph, DBPedia (relational DataBase version 
of Wikipedia) and social events from Eventful, for explaining abnormalities.  

XAI Technology: Knowledge graph embedded Ensemble Learning 

 

Explainable  anomaly  detec1on  –  Finance  (Compliance)

Freddy	  Lécué,	  Jiewen	  Wu:	  Explaining	  and	  predic'ng	  abnormal	  
expenses	  at	  large	  scale	  using	  knowledge	  graph	  based	  
reasoning.	  J.	  Web	  Sem.	  44:	  89-‐103	  (2017)	  
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Counterfactual  Explana1ons  for  Credit  Decisions  

•  Local,	  post-‐hoc,	  contras've	  
explana'ons	  of	  black-‐box	  
classifiers	  

• Required	  minimum	  change	  in	  
input	  vector	  to	  flip	  the	  
decision	  of	  the	  classifier.	  	  

•  Interac've	  Contras've	  
Explana'ons	  

Challenge: We predict loan applications with off-the-shelf, 
interchangeable black-box estimators, and we explain their 
predict ions with counterfactual explanations. In 
counterfactual explanations the model itself remains a black 
box; it is only through changing inputs and outputs that an 
explanation is obtained.  

AI Technology: Supervised learning, binary classification. 

XAI Technology: Post-hoc explanation, Local explanation, 
Counterfactuals, Interactive explanations 

 

 

Rory	  Mc	  Grath,	  Luca	  Costabello,	  Chan	  Le	  Van,	  Paul	  Sweeney,	  Farbod	  Kamiab,	  Zhao	  Shen,	  Freddy	  Lécué:	  Interpretable	  Credit	  Applica'on	  Predic'ons	  With	  Counterfactual	  Explana'ons.	  
FEAP-‐AI4fin	  workshop,	  NeurIPS,	  2018.	  

29	  Novembre	  2019	   -‐	  BDA	  2019/2020	   h<ps://xaitutorial2019.github.io/	  



Counterfactual  Explana1ons  for  Credit  Decisions  

Rory	  Mc	  Grath,	  Luca	  Costabello,	  Chan	  Le	  Van,	  Paul	  Sweeney,	  Farbod	  Kamiab,	  Zhao	  Shen,	  Freddy	  Lécué:	  Interpretable	  Credit	  Applica'on	  Predic'ons	  With	  Counterfactual	  Explana'ons.	  
FEAP-‐AI4fin	  workshop,	  NeurIPS,	  2018.	  
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Rory	  Mc	  Grath,	  Luca	  Costabello,	  Chan	  Le	  Van,	  Paul	  Sweeney,	  Farbod	  Kamiab,	  Zhao	  Shen,	  Freddy	  Lécué:	  Interpretable	  Credit	  Applica'on	  Predic'ons	  With	  Counterfactual	  Explana'ons.	  
FEAP-‐AI4fin	  workshop,	  NeurIPS,	  2018.	  
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predict.nhs.uk/tool	  

Challenge: Predict is an online 
tool that helps patients and 
clinicians see how different 
treatments for early invasive 
breast cancer might improve 
survival rates after surgery.  

AI Technology: competing risk 
analysis 

XAI Technology: Interactive 
explanations, Multiple 
representations. 

 

 

Breast  Cancer  Survival  Rate  Predic1on

David	  Spiegelhalter,	  Making	  Algorithms	  trustworthy,	  NeurIPS	  2018	  Keynote	  
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Reasoning  on  Local  Explana1ons  of  
Classifica1ons  Operated  by  Black  Box  Models
•  DIVA (Fraud Detection IVA) dataset from Agenzia delle Entrate 

containing about 34 milions IVA declarations and 123 features. 
•  92.09% of the instances classified with label '3’ by the KDD-Lab 

classifier are classified with the same instance and with an 
explanation by LORE. 

•  Master	  Degree	  Thesis	  Leonardo	  Di	  Sarli,	  2019	  
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The  UK  AI  sector  deal  

•  The	  Alan	  Turing	  Ins'tute	  has	  launched	  a	  consulta'on	  on	  "Explaining	  
decisions	  made	  with	  AI".	  This	  guidance	  aims	  to	  give	  organisa'ons	  
prac'cal	  advice	  to	  help	  explain	  the	  processes,	  services	  and	  decisions	  
delivered	  or	  assisted	  by	  AI,	  to	  the	  individuals	  affected	  by	  them.	  	  

•  They	  designed	  some	  useful	  guidelines,	  if	  you	  are	  interested	  in	  deepen	  
your	  knowledge	  on	  this	  aspect	  you	  can	  download	  them	  here:	  
h<ps://ico.org.uk/about-‐the-‐ico/ico-‐and-‐stakeholder-‐consulta'ons/
ico-‐and-‐the-‐turing-‐consulta'on-‐on-‐explaining-‐ai-‐decisions-‐guidance/	  



Three  parts

•  Part	  1:	  The	  basics	  of	  explaining	  AI	  defines	  the	  key	  concepts	  and	  outlines	  a	  
number	  of	  different	  types	  of	  explana'ons.	  It	  will	  be	  relevant	  for	  all	  members	  of	  
staff	  involved	  in	  the	  development	  of	  AI	  systems.	  

•  Part	  2:	  Explaining	  AI	  in	  prac?ce	  helps	  you	  with	  the	  prac'cali'es	  of	  explaining	  
these	  decisions	  and	  providing	  explana'ons	  to	  individuals.	  This	  will	  primarily	  be	  
helpful	  for	  the	  technical	  teams	  in	  your	  organisa'on,	  however	  your	  DPO	  and	  
compliance	  team	  will	  also	  find	  it	  useful.	  

•  Part	  3:	  What	  explaining	  AI	  means	  for	  your	  organisa?on	  goes	  into	  the	  various	  
roles,	  policies,	  procedures	  and	  documenta'on	  that	  you	  can	  put	  in	  place	  to	  
ensure	  your	  organisa'on	  is	  set	  up	  to	  provide	  meaningful	  explana'ons	  to	  affected	  
individuals.	  This	  is	  primarily	  targeted	  at	  your	  organisa'on’s	  senior	  management	  
team,	  however	  your	  DPO	  and	  compliance	  team	  will	  also	  find	  it	  useful.	  



Guidance  -‐  Part  1  The  basics  of  explaining  AI

•  h<ps://ico.org.uk/media/about-‐the-‐ico/consulta'ons/2616434/explaining-‐ai-‐decisions-‐part-‐1.pdf	  
•  Ra?onale	  explana?on:	  the	  reasons	  that	  led	  to	  a	  decision,	  delivered	  in	  an	  accessible	  and	  non-‐
technical	  way.	  

•  Responsibility	  explana?on:	  who	  is	  involved	  in	  the	  development,	  management	  and	  
implementa'on	  of	  an	  AI	  system,	  and	  who	  to	  contact	  for	  a	  human	  review	  of	  a	  decision.	  

•  Data	  explana?on:	  what	  data	  has	  been	  used	  in	  a	  par'cular	  decision	  and	  how;	  what	  data	  has	  been	  
used	  to	  train	  and	  test	  the	  AI	  model	  and	  how.	  

•  Fairness	  explana?on:	  steps	  taken	  across	  the	  design	  and	  implementa'on	  of	  an	  AI	  system	  to	  
ensure	  that	  the	  decisions	  it	  supports	  are	  generally	  unbiased	  and	  fair,	  and	  whether	  or	  not	  an	  
individual	  has	  been	  treated	  equitably.	  

•  	  Safety	  and	  performance	  explana?on:	  steps	  taken	  across	  the	  design	  and	  implementa'on	  of	  an	  AI	  
system	  to	  maximise	  the	  accuracy,	  reliability,	  security	  and	  robustness	  of	  its	  decisions	  and	  
behaviours.	  

•  Impact	  explana?on:	  the	  impact	  that	  the	  use	  of	  an	  AI	  system	  and	  its	  decisions	  has	  or	  may	  have	  on	  
an	  individual,	  and	  on	  wider	  society.	  



Check  -‐list

• We	  have	  iden'fied	  everyone	  involved	  in	  the	  decision-‐making	  pipeline	  
and	  where	  they	  are	  responsible	  for	  providing	  an	  explana'on	  of	  the	  AI	  
system.	  

•  	  We	  have	  ensured	  that	  different	  actors	  along	  the	  decision-‐making	  
pipeline,	  par'cularly	  those	  in	  AI	  development	  teams,	  those	  giving	  
explana'ons	  to	  decision	  recipients,	  and	  our	  DPO	  and	  compliance	  
teams	  are	  able	  to	  carry	  out	  their	  role	  in	  producing	  and	  delivering	  
explana'ons.	  

• Where	  we	  are	  buying	  the	  AI	  system	  from	  a	  third	  party,	  we	  know	  we	  
have	  the	  primarily	  responsibility	  for	  ensuring	  that	  the	  AI	  system	  is	  
capable	  of	  producing	  explana'ons.	  
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